Patient data and big data. An “ownership” overview through the fundamental principles in biomedical ethics by Mirchev, Martin & Kerekovska, Albena
Scripta Scientifica Salutis Publicae, vol. 6, 2020, pp. 27-31
Medical University of Varna 27
ORIGINAL ARTICLES
PATIENT DATA AND BIG DATA.  
AN “OWNERSHIP” OVERVIEW THROUGH THE 
FUNDAMENTAL PRINCIPLES IN BIOMEDICAL ETHICS
Martin Mirchev, Albena Kerekovska 
Department of Social Medicine and Healthcare Organisation, Faculty of Public Health, 
Medical University of Varna
Address for correspondence:  
Martin Mirchev
Faculty of Public Health
Medical University of Varna
55 Marin Drinov St
9002 Varna
e-mail: mart_mirchev@abv.bg
Received: April 27, 2020
Accepted: June 1, 2020
ABSTRACT
INTRODUCTION: Given the big data information reality today, global health systems are able to operate 
with seemingly endless amounts of information. But there are a lot of avenues for its use - for clinical care, 
patient history, medical and pharmaceutical research, commercial profit. Many stakeholders with different 
aspirations are interested, and they are all using patients’ data. This fact brings the tricky question about 
ownership of the information in the current “big” context. In terms of the ethical considerations related to 
autonomy, non-maleficence, beneficence, and justice, this question gets even trickier. 
AIM: The aim of this article is to briefly outline the concept of patient information ownership in the big 
data information context through the prism of the bioethical principles of autonomy, non-maleficence, be-
neficence, and justice. 
MATERIALS AND METHODS: Ethical analysis and documental research, including normative acts, 
philosophical literature and studies have been used. 
RESULTS AND CONCLUSION: Patients’ data is a valuable resource in many ways, which requires cer-
tain distinctions on moral grounds: the interest in profit, if the information is used as a commercial arte-
fact, and the “ideal” use for the needs of medical and scientific research. In the current information and eco-
nomics context, it is indeed very hard to determine exactly where to draw the line between commercial and 
ideal use, but we need to ensure that properly managed medical data could be used for important medical 
enterprises. In light of the biomedical principles, there is a way to balance the individual interests related 
to privacy and autonomy with the general public interest in medical science development and improvement. 
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INTRODUCTION
Given the big data information reality today, 
global health systems are able to operate with seem-
ingly endless amounts of information. But there are 
lots of avenues for use - for clinical care, patient his-
tory, medical and pharmaceutical research, commer-
cial profit and so on. Many stakeholders with differ-
ent aspirations are interested, and they are all using 
patients’ data. This fact brings the tricky question 
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uments, such as the GDPR and HIPAA. The ethical 
works are all related to the 4 main principles in med-
ical ethics, while the two normative acts are used to 
underline the lack of ownership regulation, which 
does not preclude data protection. Other works and 
publications of different authors and authorities who 
have commented, evaluated and contributed direct-
ly or indirectly to the debate on the current problem, 
have been reviewed.   
The documental selection has been conducted 
according to the specific purpose of this study, and 
the keywords used are– personal data, ownership, 
data protection, interests, data usage. 
RESULTS AND DISCUSSION
Since its reformation during the 1960s, modern 
medical ethics has been confronted with a number 
of challenges, partly due to the dynamic information 
and technological advances. When it comes to a so-
phisticated mixture of personal data and ever-grow-
ing abilities to manage and use information, certain 
issues begin to arise. The fact that ownership over 
patients’ information remains an unclear question, 
makes its ethical justification a good starting point.
The problem related to ownership of patient in-
formation in current big data environment is affect-
ing the ethical principle of respect for autonomy, pri-
marily because of the very use of personal patient 
data. An important point here is to clarify the role 
of the medical data subject (patient) and the desire or 
claim to own and control the information, the need 
to be aware of its primary or subsequent use, and the 
ability to exercise autonomous choices. Practically all 
theories of autonomy consider at least two conditions 
as essential - freedom, understood as independence 
from external controlling influences, and the capaci-
ty for deliberate actions, although there is no consen-
sus on whether they are sufficient without extra con-
ditions (1,2). Even autonomous individuals, who are 
generally able to manage their health and behavior, 
may sometimes fail in some of their choices. Since 
the possibilities for using patient information are vir-
tually unlimited, and for the vast majority of them 
transparency is lacking, to what extent can it be ex-
pected that any potential or current patient can au-
tonomously reflect on the use of it, make informed 
choices, and all this to be subordinated to his ratio-
nal choice (3)? When such a choice is made, it may be 
about ownership of the information in the current 
“big” context. In terms of the ethical considerations 
related to autonomy, non-maleficence, beneficence 
and justice, this question gets even trickier. 
AIM
The aim of this study is to outline the concept 
of patient information ownership in the big data in-
formation context, through the prism of the bioethi-
cal principles of autonomy, non-maleficence, benefi-
cence, and justice. 
MATERIALS AND METHODS
The methods used in this study include ethical 
analysis focused on the main four principles of bio-
medical ethics – autonomy, non-maleficence, benefi-
cence, and justice. The principle of respect for the au-
tonomy of the individual is used in connection with 
the right to make informed choices, the ability of in-
dividuals to exercise control over their lives, and pri-
vacy. The non-maleficence principle and the concept 
of harm are considered when making responsible de-
cisions that affect both the interests of individuals 
and those of the community, especially in initiatives 
that may prove to be key in the healthcare sector. Be-
neficence is relevant to the fact that decisions regard-
ing the use of patient information should not only be 
aimed at avoiding harmful consequences for indi-
viduals and the community, but should also aim for 
real benefits at the same time. The principle of jus-
tice plays a key role in determining the priorities that 
need to be identified with regard to the use of patient 
information. Furthermore, certain aspects of utili-
tarian, communitarian and egalitarian philosophical 
theories are being used in order to shed light on the 
issue of ownership.
The documental research is conducted between 
March and April 2020 in three major bibliograph-
ic data bases – PubMed, Scopus and Science Direct, 
and is applied through official publications and phil-
osophical literature, as well as two main normative 
acts – General Data Protection Regulation (GDPR) 
in Europe and the Health Insurance Portability and 
Accountability Act (HIPAA) in the USA. The search 
strategy for the documental research is defined by 
the variety of thematically related and selected ar-
ticles – 7, and 24 philosophico-ethical works – in-
cluding classical studies as well as more recent doc-
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in conflict with the interests of others. So, is it pos-
sible to compromise the principle of individual au-
tonomy with those of beneficence, non-maleficence 
and, ultimately - justice, in favor of a greater interest, 
like the public one? Assuming that patient informa-
tion has been a potential public good since the devel-
opment of medical science, personalized health and 
improving public health depend on its use, then this 
type of information must be outside of the scope of 
patient consent in order not to restrict or limit its use 
due to proprietary claims. Hence the conclusion that 
valuable health information should be used by de-
fault, having the patients informed about the exact 
need and purpose of using, and guaranteed privacy. 
The right for confidentiality and its justified excep-
tions provide ethical, as well as legal grounds, for fu-
ture use of medical data.
In light of the non-maleficence and beneficence 
principles, we traditionally assume that the require-
ment to not inflict harm is at the root of social mo-
rality, and is also related to beneficence (4,5,6,7) The 
principle of non-maleficence is also relevant to the is-
sue of ownership of patient information in the con-
textual information environment, as different indi-
vidual and collective interests and rights may be af-
fected. In the case of patient information, there are 
several possible perspectives: if patients own their 
medical information, could this be potentially direct 
or indirect harm to others? Conversely, are we harm-
ing the data subjects by not recognizing their prop-
erty rights? With regard to patient information, we 
consider harms in the prevention or suppression of 
one’s interests, taking into account that the harm-
ful action is not necessarily wrong or unjustified (8). 
Malicious acts that involve justified interference with 
or preventing one another’s interests are not wrong, 
as in some circumstances the admission of certain 
harm prevents a greater harm. This justification may 
come from the fact that malicious acts do not affect 
specific non-maleficence obligations, or even if they 
affect them, they are priority ethical principles or 
rules. Considering that in cases where it is possible 
to utilize important medical information, the pub-
lic interest is actually protected, and certain harms 
(for the individual) might be justified. In terms of be-
neficence, the actual utilization of patient data oc-
curs through the act of sharing the information that 
can be viewed and as an act of beneficence. This act 
is a form of positive beneficence, because it is the first 
step to contributing a benefit. This can be also called 
benevolence, which is often regarded as a “core prin-
ciple” of human nature (9,10,11,12).
The biomedical principle of justice is tradition-
ally related to the variety of inequalities in the health-
care system (1). Given the problem of ownership of 
patient information and the complexities of big data, 
ethical reflection on justice is of particular impor-
tance as it examines the possibilities of fair use of 
specific medical information in the light of individu-
al and social interests and claims. On one hand, this 
implies an analysis of the concepts of ‘justice’ and 
‘distributive justice’ (13) in the contemporary context 
under consideration, as well as taking into account 
issues affecting national and international health 
policies as well as other traditionally problematic ar-
eas of social justice, such as access, vulnerability, and 
exploitation. If we approach these issues from a utili-
tarian perspective, the distributive justice principles 
must be focused around increasing the public bene-
fit and welfare – hence, more strategies that promote 
sharing of medical information. The more utilities 
are contributed, the better (9). Justice-based rights 
can be considered to be on a fragile ground when ful-
ly based on maximizing utility, since the balance of 
social utility can change at any time. However, in the 
case of patient information, this balance seems to be 
more stable than other variables, since the public in-
terest in having access to valuable medical data and 
the overall interest in development of medical sci-
ence and practice does not appear to deviate from its 
course. 
From a communitarian point of view, giving 
away some individual rights or claims in exchange 
for greater social benefit is easily understandable 
and justifiable (14,15,16,17). The emphasis on soci-
ety and the “common good” can also be found in 
recommended practices regarding distribution and 
access to health care, where adopted public policies 
need to be derived from a shared consensus on what 
is “good” for society, rather than on the basis of indi-
vidual rights and preferences (18). On the other hand, 
egalitarian theories stem from the popular idea of re-
lating justice to equality (19,20,21). Usually we can-
not universalize the equality concept, since individ-
uals have different needs and preferences. Moreover, 
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the most influential egalitarian theories identify cer-
tain equalities, but also allow certain inequalities, 
such as John Rawls’ justice theory (22, 23). The idea 
is that everyone’s well-being depends on cooperation 
between people, without which no one would have a 
satisfactory life. The sharing of goods must be such 
that it encourages the voluntary cooperation of all, 
including those with lower social positions (24). In 
this line of thinking, everyone can potentially con-
tribute to something that should be recognized as a 
shared public interest – improvement of health and 
development of medical science. In the case of pa-
tient information, given the lack of established own-
ership and the lack of regulation, it seems that the 
act of patient sharing can be characterized as a moral 
imperative that does not require a great sacrifice. The 
problematic moment here is that there is a discrepan-
cy between the moral act of sharing valuable medi-
cal information for research and development of sci-
ence, and that it is exploited by third parties. On legal 
grounds, even without patient information owner-
ship regulations, we have a variety of normative acts, 
such as the GDPR in Europe and the HIPAA act in 
USA, which ensure proper use and defensive mech-
anisms for personal data, regardless of whether they 
are orientated towards the individual (GDPR and the 
“right to be forgotten”, for example) (25), or towards 
institutional use of data (HIPAA) (26). 
Nevertheless, sharing our valuable patient in-
formation is a kind of contribution, which could 
bring social trust and interactions to another, better 
level, and we all have interest in this.  
CONCLUSION
In relation to the issue of patient information 
under consideration, improving social conditions 
implies the need to be more aware of the benefits 
(without neglecting the risks) of providing and han-
dling patient information. In this sense, understand-
ing the environment and opportunities can drasti-
cally change or support a health behavior, but this 
should be an informed process and part of a pur-
poseful health strategy. This implies that, for the sake 
of social justice and other bioethical considerations, 
we should optimally facilitate the process of sharing 
important medical information for scientific pur-
poses, and to create the best possible environment 
for it - an environment that is credible for the goals of 
the initiative, an environment of security to ensure, 
as much as possible, the protection of the subjects.
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